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This document outlines the data flow architecture and compliance considerations for the retail analytics system that 

uses computer vision to analyze customer engagement with digital displays. The system follows privacy-by-design 

principles to ensure GDPR compliance and alignment with the EU AI Act.

System Architecture and Data Flow.

Each system is deployed with a dedicated router/gateway to avoid reliance on the client’s network. This ensures data security, 

isolates tra�c, and guarantees continuous operation even if the client’s network experiences disruptions.

The system processes data through distinct stages, with anonymization occurring on the edge device before transmission:

1. Capture Stage (On-Device)

• Intelligent vision sensor captures raw frames

• On-sensor AI processor detects objects and extracts keypoints

• No raw frames is stored or transmitted

• Processing occurs in volatile memory only

2. Processing Stage (On-Device)

• An AI accelerator tracks individuals and assigns temporary pseudonymous IDs

• Gaze direction estimation detects screen engagement

• Metrics are calculated based on attention patterns

• All identifiable data remains in volatile memory

3. Anonymization Stage (On-Device)

• Privacy protection layer removes personal identifiers

• Individual data is aggregated into statistical metrics

• Temporary IDs are regenerated periodically

• Visual characteristics (facial features, clothing details etc.) are discarded

• Only numerical values and timestamps are retained

4. Transmission Stage

• Only anonymized statistical data is sent to the cloud

• Data includes counts, durations, directions, and engagement scores

• No personally identifiable information leaves the device

• No method exists to reverse-engineer individual identities
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